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Abstract. The Internet of Things (IoT) is rapidly expanding, including in conflict zones where security is
critical. Sound signals used for intelligence in the Middle East, combined with Sahel challenges from poor
infrastructure, emphasize the need for better data collection. This paper proposes a secure IoT architecture
using Low Power Wide Area Network (LPWAN) technology and steganography to efficiently optimize sharing
of critical information and enhance military operational efficiency. Based on surveys with military personnel
and reviews of existing IoT methods, our solution leverages LPWAN’s range, low energy, and cost benefits to
address security and resilience challenges in high-risk regions globally.
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1. Introduction

The Internet of Things (IoT) has garnered significant research interest due to challenges in its design and
architecture, notably the diverse languages, protocols, and standards, and the lack of a unified standardization
platform [1]. Foundational studies propose a four-layer IoT architecture and highlight that Layer 2, the
Gateway and Network Layer requires a robust network, yet specific solutions remain elusive, as noted by
CISCO and Edge [2]. Connectivity and network security are crucial for handling critical data [3,4].
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Fig. 1: Architecture of an IoT solution [2]

In the Sahel, where combating terrorism is a priority, reliable real-time information is hampered by
logistical challenges. Here, a large-scale, secure loT network using LPWAN technologies (e.g., Sigfox,
LoRaWAN, Nb-IoT, LTE-M) offers promising opportunities to enhance surveillance and counter-terrorism
efforts [5].
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2. Materials and Methods

2.1.Study of Some Concepts
Here are some key concepts for the rest of our study:

o LPWAN Technologies: Low-power wide-area networks connect IoT devices over large areas with
minimal energy use, ideal for low-data-rate environments with extended battery life [6].

o LoRaWAN: An LPWAN protocol based on LoRa, enabling long-distance, low-power data
transmission and efficient management of numerous devices [6].

o Steganography: A method of concealing information within media (images, videos, audio) to discreetly
enhance data security.

o loT (Internet of Things): Encompasses connected devices that collect, share, and analyze data,
improving real-time decision-making across industries [7].

o Gateway: A device that connects [oT sensors to larger networks by translating various IoT protocols
(e.g., LoRa, ZigBee, Bluetooth) into IP protocols [8].

o SenseCAP A1101 LoRaWAN Vision Al Sensor: A smart sensor using LoORaWAN for Al-driven data
transmission, suitable for environmental monitoring, security, and automation.

o Network Server: Central to loT architecture, it receives, authenticates, processes, and routes data from
devices through gateways, ensuring effective communication with higher-level systems [10].

These concepts are critical for establishing secure, optimized infrastructures where long-distance
connectivity, security, and energy efficiency are essential [9].

2.2. Survey

Designing an LPWAN network for information gathering in terrorism-prone Sahel regions requires a
systematic approach, starting with a detailed military survey. This step gathers precise data on the operational
needs and environmental constraints specific to these sensitive areas, as identified during military meetings
(see Figs. 2 and 3).

= Identify Terrorist Groups.

=  Spoken Language: Serve as a cultural marker.
= Dress Style: Indicate group affiliation.

= Communication Frequency: Analyse habits.

=  Movement Radius: Define monitoring zones.

= Travel Time: Assess speed.
= Alert Signs: Detect indicators like donkey debris in

deserted areas or ground marks after explosive burial.

Fig. 2: Classification of Survey Elements by Category (source military)
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Fig. 3: Data on image collection for our study (Military source)
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Based on the survey, deploying a large-scale loT network with carefully chosen sensors is essential to
gather critical information for these scenarios:

o Identifying Suspicious Individuals: The network should capture data on dress style, equipment (with
registration details), and the presence of individuals with livestock or weapons [11].

o Scanning Communication Frequencies: loT devices can periodically transmit data, enabling analysis
of communication patterns to infer activities and intentions [12].

o Monitoring Movements and Hazardous Activities: The network must track movements in sensitive
areas, detecting suspicious gatherings or behaviours for prompt intervention [13].

2.3.Design Objectives

LPWAN architectures target energy efficiency, extended range, scalability, cost-effectiveness,
interference management, and integration key factors for evaluating their suitability [14]. Selection criteria
include power consumption, range, location, data throughput, installation, bandwidth, cost (including free or
low-cost private/operated options), bidirectionality, and geolocation.

In addition to these, this work pursues two main goals:

o Enhancing Data Confidentiality: employ steganography to hide messages a resource-efficient
alternative to cryptography that optimises sensor performance [55].

o Ensuring Sensor Physical Security: protect sensors from intrusion and extreme weather using
IP67/1P68 enclosures and concealed deployment to minimise sabotage risk [56].

2.4.Related Works

Mattia Ragnoli et al. [15] propose a multi-technology LoRaWAN architecture for real-time monitoring
of worker safety and structural integrity on construction sites, integrating sensors, RFID, solar-powered nodes,
and an IoT platform.

Mehmet Ali Ertiirk et al. [16] review LoRaWAN’s architecture, protocols, and use cases while
highlighting research opportunities in deployment optimisation, network management, and interoperability.

Gaia Codeluppi et al. [17] introduce LoRaFarM, a modular IoT architecture for sustainable agricultural
management, validated on an Italian farm via environmental data collection and web visualisation.

Kun-Lin Tsai et al. [18] present the Low-Power AES Data Encryption Architecture (LPADA) for
LoRaWAN, reducing dynamic and leakage power by 62% and 88.5% respectively, while enhancing security
through key updates.

Jhonattan J. Barriga et al. [19] propose a smart parking solution using LoORaWAN sensors and a
Kubemetes cluster, integrated with REST APIs and web/mobile applications for real-time management.

Antonio Cilfone et al. [20] propose a container-based architecture to virtualise LoRaWAN end nodes into
IP-compatible networks via CoAP, ensuring seamless communication.

Massimiliano Gaffurini et al. [21] develop an emulation platform using container-based virtualisation to
assess LoORaWAN’s scalability and performance in smart cities.

Maram Alkhayyal and Almetwally Mostafa [22] review Al and ML advancements to optimise energy
efficiency and performance in LoRaWAN networks, while Hyungsub Kim et al. [23] propose a hybrid
architecture that switches between LoRaWAN and LoRa mesh modes based on conditions.

Pietro Spadaccino et al. [24] examine Al and ML integration in LoORaWAN to enhance energy efficiency
and resource utilisation. Ramakant Kumar [25] integrates LoORaWAN with MANET networks to improve
campus communication, focusing on range, energy efficiency, and adaptability.

André Proto et al. [26] introduce a lightweight intrusion detection system based on sensor energy
consumption for LoORaWAN. Min Chen et al. [27] propose a cognitive architecture for stable and efficient
communications in heterogeneous IoT environments.

Hatem A. Alharbi et al. [28] explore UAV drones for optimising unloading decisions. Mr Djibrilla
Incha Adamou [29] studies the physarum fungus, inspiring simplified data collection methods that consider
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collection point capacity and reduce collection times. Ben Buurman and Gour Karmakar [14] analyse
methods for designing context-specific architectures.

The reviewed studies collectively address data collection and transmission challenges through innovative
architectures, efficient mobility models, drone integration, and structured design approaches. Building on these
insights, the proposed architecture integrates Al sensors for multimedia collection secured by steganography,
uses drones as gateways for wide-area transmission, and optimises energy consumption and mobility
management to offer a comprehensive solution.

2.5. Comparative Analysis
The comparison table is separated into comparison of licensed spectrum (Table 1) and unlicensed (Table

2) spectrum.
Table 1: Detailed comparison of licensed spectrum LPWAN technologies [30—37]
LPWAN | SGPF Energy-Saving NB-IoT LTE-M EC-GSM
Techniques
Em?rgy saving 3GPP cellular standard offering 3GPP standard providing hlgh— ‘ Uses existing GSM and GPRS
Descrintion techniques used in low data transmission speed. lon performance networks to a limited infrastructure for IoT, enhancing
P 3GPP LPWAN X peed, 1008 | imber of devices, with broadband coverage, security and energy
) range and low power consumption Do - . >/
protocols capabilities efficiency
B:fo‘gzlss Subscriber-driven Subscriber-driven Subscriber-driven Subscriber-driven
Urban scope| 1 to 5km (700 MHz) 1 to 2 km 1 to 10 km 3 to 5 km
Rural scope | 5 to 15 km (700 MHz) Less than 100 km Up to 100 kilometers Up to 35 km
Topology Star Star Mainly star and sometimes mesh Star
Data Rate and . .
Data rate Throughput Limitations Up to 250 kbps High speed (1 Mbps) Bitrates from 350 bps to 240 kbps
X S Narrow spectrum, OFDMA,
D Ttrpporal diversity to Random access, Power control, OFDMA ALOHA
method improve reach
Power control
Security AES AES & MAC AES & HMAC A5 encryption
Periodic transceiver UNB modulation, LTE-based . . Use of existing GSM and GPRS
L ) . LTE-based architecture, improvements . o .
Features deactivation, architecture, various deployment . infrastructure, high potential
. . . ’ for version 14
information caching modes presence
Table 2: Detailed comparison of unlicensed spectrum LPWAN technologies [35], [38—44]
LPWAN SigFox LoRaWAN Weightless-IoT NB-Fi DASH7 (D7AP)
e French subscriber- Open standard focused on Faml_ly Of. standards Standard_deve]o?ed by the Protocol developed by the DASH7
Description focused . with different NB-Fi and WAVIoT . M
S manufacturing . . Alliance (D7AP)
organization penetration attempts alliance
Busin Flexible deployment Public, private and
USINESS | s seriber-driven Manufacturing Focused approach tailored to enterprise networks User-managed private networks
model . , ”
specific needs managed by WAVIoT
Urban scope 5 km 5 km 2-5km 16.6 km (estimate) 500 m to 2 km
Rural scope SeYeml dozen 15-25 km About 25 km Greater than 10km Up to 5 km
kilometers
- Flexibility in network
Topology Star Star design Star Star
Variable (usually . Variable (typically 11 Minimum: 11 bps, .
Data rate 100 bps) Up to 50 kbps bps) Accepted: 50-25600 bps Variable to a few hundred kbps
Access Strict ESSAEE | Mechanisms to avoid congestion Random access with Different methods of
transmission . TDMA . S
method L and interference natrow modulation communication
policies
Sccurity Optional AE5—128 Mechanisms to ensure data AES AFS-128 AES
encryption security
Classification of devices into . . Adjustable transmit Using D7AP protocol, BLAST
. . . . . Using different . o .
Using compatible |three categories according to thei . power, 30 seconds uplink [concepts, variable size data frames,
Features . . I, . . standards for different . S
radio transceivers ability to receive downlink band and 60 seconds downlink API simplifying network
messages ands latency addressing

Given the requirements, LoORaWAN is the optimal connectivity choice for our case study [45] because it
offers an affordable total cost of ownership, resilient end-to-end security, two-way communication, up to 15
years of battery life, ensured standards compliance and interoperability, robust coverage, and flexible

deployment models.
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However, technologies using licensed spectrum face major challenges, particularly due to their complexity
and high total cost of ownership.

2.6. Optimal Technical Choices

For a large-scale LoORaWAN architecture with the Sense-CAP A1101 LoRaWAN Vision Al sensor, it is
recommended to use multi-channel gateways such as the RAK7249 WisGate Edge Pro [46] for a cost-
effective solution or the Kerlink Wirnet iStation [47] for enhanced robustness and range. The network server
can be based on an open-source solution like ChirpStack [48], ideal for low-cost local deployments, or a cloud
platform such as The Things Stack for greater simplicity and scalability. Lastly, for processing steganographed
data, a local solution such as a Raspberry Pi 4 paired with a Coral AI module [49] is suitable for light
workloads, while a cloud service like AWS IoT Core with SageMaker [50] is more appropriate for advanced
large-scale analyses. This configuration ensures a balance between cost, performance, and scalability for the
network.

3. Results

In a country at war, combat zones extend over several kilometres. Certain areas lack the essential
equipment needed for loyalist fighters to use advanced technologies against enemy offensives. Moreover,
communication between these zones is nearly non-existent, hampering both humanitarian aid efforts and troop
coordination. To address these challenges, we propose deploying a LoRaWAN architecture designed to
efficiently manage these combat zones. This infrastructure will be reinforced by aerial vehicles equipped with
LoRaWAN mini-receivers, which will collect and transmit data to a central server for thorough analysis and
processing.

3.1.Proposed LoRaWAN Architecture

In this section, we will present in detail the LoRaWAN architecture of our network, developed following
an in-depth survey conducted with the military. This architecture is the result of a careful analysis of the
specific operational needs identified during the survey, thus ensuring a solution perfectly adapted to the
requirements of the field in areas at risk of terrorism (Fig. 4.) [51] [52].

3.2.Process of Collecting Information by Sensors

In our approach, we have designed an architecture covering a wide range of zones, from area A to area n
(where n represents the total number of monitored area), using zones A and B as examples. As shown in the
diagram, we employ Al-enabled SenseCAP A1101 LoRaWAN Vision sensors, which incorporate artificial
intelligence to enhance network efficiency. [9].

The nodes of these sensors collect key data, such as images and audio recordings. When an image is
captured, it is first processed using steganography before being sent to the gateway, which then transmits it to
the network server. The server directs the image to the processing centre, where an inverse algorithm is applied
to restore the image to its clear form, enabling analysis and interpretation.

Furthermore, it will be possible to track the movements of soldiers in real time, thanks to sensors that
record events and transmit data to the gateways following the same transmission process. Additionally, patrol
drones deployed in the monitored zones will be able to connect to the sensors and exchange information in
real time, thereby optimising surveillance (see Fig. 4.).

239



8

7
- . DATA DATA
- steganography

¥

extraction of |
steganographed !
data

D e

NETWORK SERVER

¥
U

-

! Application of
steganography
! on captured data

——————

3
| )< CaptensTA
. jf gt SenseCAP A1101

S LoRaWAN
\ Vision
PROCESSING
RESOURCE

Capteur 1A SenseCAP

()
yu—I—] A1101 LoRaWAN Vision

@ Gateway LoRaWAN

Fig. 4: Architecture design seen from the plan in our LoRaWAN network

4. Discussion

The basic LoRaWAN architecture reliably transmits data over long distances with minimal energy
consumption, making it ideal for remote or low-infrastructure areas. It comprises sensors (nodes), gateways, a
network server, and data processing applications to collect and send simple data (e.g., temperature, humidity,
location) to a central server [53].

The SenseCAP A1101 LoRaWAN Vision Al sensor advances traditional sensors by integrating Al to
capture and process complex data (e.g., images, audio) at the source, reducing transmission volume, optimising
bandwidth, and lowering latency [9]. Integrating steganography further compresses and secures data before
transmission, enhancing confidentiality in high-risk environments.

In areas 1 and 2 facing terrorist threats, the SenseCAP A1101 offers significant benefits [54]:

o Enhanced accuracy: Visual and audio capabilities deliver detailed situational data.

o Optimised resources: Local Al processing reduces bandwidth usage and boosts efficiency.
o Improved security: Steganography ensures secure data transmission.

o Energy efficiency: Low power consumption ensures extended autonomy.

Integrating Al-enabled sensors within a broader architecture is innovative. Using drones as gateways
ensures extensive coverage and reliable transmission, even in isolated areas. Key elements include:

o Secure multimedia collection: Al sensors gather rich data while steganography protects its
confidentiality.

o Energy optimisation: Reduced energy consumption in isolated nodes promotes extended autonomy.

o Advanced mobility management: Mobile drones optimise connection management in high-mobility
areas.

Additionally, integrating LoORaWAN receivers on fighter jets and ground units offers dual functionality
real-time surveillance and enhanced strategic analysis. This unified approach overcomes traditional
LoRaWAN limitations, delivering a comprehensive, resilient solution tailored to current security and data
management needs.
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5. Conclusion

The fight against terrorism in the Sahel demands real-time, accurate data despite significant logistical and
technological challenges. In this paper, we have detailed these issues and proposed an LPWAN network design.
Our rigorous methodology allowed us to identify military needs in these sensitive areas and develop a large-
scale IoT architecture, optimised and secured with steganography algorithms.

After reviewing related work and comparing LPWAN technologies, we concluded that LoRaWAN is the
optimal choice for our case study, given its cost-effectiveness, security, battery life, and deployment flexibility.
We also explore the potential of the SenseCAP A1101 LoRaWAN Vision Al sensor to address resource
challenges, thereby providing a robust, scalable solution.

Our proposed LoRaWAN architecture, tailored to military requirements in the Sahel, offers an efficient
solution for information gathering, enhancing terrorism surveillance and prevention. Future work will involve
simulating the architecture to assess its real-world feasibility in terms of coverage, capacity, energy
consumption, throughput, latency, reliability, and scalability.
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