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Abstract. Technological advances made possible different ways to secure data and information. Passwords
though remain to be the popular choice to authenticate users for its ease of use and, for the organization, it is
inexpensive to administer. Studies show however that passwords have limitations, which is addressed by
defining stricter and more complex password creation policies. User reactions to such policies vary, from
delaying conformance to opting for ease and convenience when creating passwords, with little consideration
for the resulting security risks. Studies have likewise been made regarding the factors that affect password
creation, such factors mostly being behavioral in nature. This study intends to determine if Asia Pacific
College students’ academic performance positively or negatively impacts password creation. In compliance
with the National Institute of Standards and Technology’s (NIST) Digital Identity Guidelines, the password
of each student logging in to the information system was captured and recorded over a duration that included
peak periods of system activity. These passwords were hashed and compared with a corpus of 320 million
breached passwords, to identify which were compromised and not compromised. To this list, the grade point
average (GPA) of each student was added. The resulting data set, with student information, password status
and GPA data were analyzed. Statistical analysis shows that there is a significant difference between the
compromised and not compromised group in terms of the mean of the GPA. Academic performance may
positively impact password creation. The study can be expanded to further test this conclusion.
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1. Introduction

Developments in information and communications technology (ICT) have made available different tools
that can be used in day-to-day activities. From students who make use of tools for school work to office
workers who take advantage of available tools to be more efficient and productive, ICT is ever present and
has made possible almost every task imaginable. Improved connectivity gave rise to the Internet, where
everyone and every device is connected or online. Online meant that one can capture data, process it into
information, store, then share the information. Online electronic devices became permanent fixtures in the
workplace across industries, including education, used by children and adults alike. Over the years,
developments in software have likewise made available different tools that may be used in support of basic
office tasks, training and education, finance and accounting, graphics design, animation, and even games, by
both individual and team workers.

Electronic mail, short message sending, and shared directories, to name a few, enable workers to
collaborate and share their ideas and knowledge towards achieving a goal [1]. With the many areas for
collaboration in organizations, more and more tools are being developed although the question is whether
organizations are able to take advantage of such tools. Equally important is the question of whether
organizations are able to safeguard the data and information captured and generated.
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A key area of consideration is access to these tools and systems. Advancements in technology have made
possible different methods for securing tools and systems, although, passwords remain to be the most used
option for securing access [2]. Passwords are theoretically simple to create, and from an information
technology standpoint, easier to manage; and, since passwords are the common first choice for protecting
accounts, it remains to be a main vulnerability and is prone to hacking [3]. System administrators and web
site owners are tasked to ensure that the systems they are administering provide the necessary guidelines for
users with regard to creating passwords, but users should also follow these guidelines correctly [4] [5]. A
review of literature shows many factors affect the creation of passwords, including user behaviour [6]. One
of the issues is that most users are more inclined to go for convenience — easy to create and recall — rather
than ensuring their accounts (and therefore, the tool or system) are secure [7].

In Asia Pacific College (APC), several tools are in use to aid both faculty and students in day-to-day
operations and academic work. The information system, learning management system and electronic mail
system, to name a few, are web-based and accessible both from within and without APC. The Information
Technology Resource Office (ITRO) is tasked to ensure these systems are secure. One of the ITRO’s tasks is
to routinely check the passwords of users against known compromised passwords, per the National Institute
of Standards and Technology (NIST) Digital Identity Guidelines [2].

These guidelines, released in June 2017, include updated standards for managing and accepting user
passwords with one of the new guidelines stating that user passwords should be compared to a list of known
breached/compromised passwords. A breached or compromised password refers to a password that is
included in the list (such as the list curated by security researcher Troy Hunt, https://haveibeenpwned.com)
of known passwords, compiled from various data ‘breaches.” These passwords (e.g. password12345,
mypassword123) are considered compromised as these are the first passwords that hackers will try, before
using more complicated strategies. Using a compromised password will make a user’s account easier to
compromise.

Using a corpus of 320 million breached passwords, obtained through security researcher Troy Hunt, it
was determined that a significant number of students in APC were using compromised passwords.

Several studies have been made on the different behavioural factors that affect password creation. Given
the available data as a result of the routine check of ITRO, and since there is limited literature available, this
study aims to evaluate if a student’s academic rating has likewise an impact on password creation. The
results of the study may be used as a basis for defining APC’s policy on information security. The paper is
organized as follows: the research design and methodology will be discussed followed by the analysis of the
results. Finally, the conclusion and recommendations for further research will be presented.

2. Literature Review

Technology advances have made available different ways to secure systems. Aside from using something
you know (e.g. passwords or PINSs), different options are available for something you have (e.g. physical
devices), or a combination of something you have and something you are (e.g. biometrics) [2] [8]. However,
studies show that passwords remain to be the popular choice owing to its being easy to use and manage [8]
[9]. This is despite the fact that passwords have limitations, which organizations addressed by defining more
complicated and stricter requirements for password creation [7].

These additional requirements are to ensure the password is both easy to remember and hard to guess [8].
Easy to remember passwords resulted in mostly numeric passwords (which are easier to crack as opposed to
alphanumeric passwords) [3], dictionary words, or the most obvious (e.g. 123456, password, qwerty) [5]. To
create hard to guess passwords, password composition policies were defined (e.g. password must be a
combination of numbers, letters, symbols, etc.) [6]. These policies however had negative impact on the
productivity of the employee [10]. Additionally, these complex password policies drove users to write down
their ‘hard to guess’ passwords or, use the same password for their different accounts [6] [8] [11] or, share
their passwords with others [8] [11]. In some instances, users resist complying with, or hold off on
implementing, the password policies (without consideration for, in effect, being the weak link in security)
[10]. If users are ‘forced’ to comply with policies, they find their way around implementing it [9].
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Technology, obviously, is not the only factor. User behaviour, getting the people to properly implement
such policies, is a major consideration [4]. Studies show that with proper guidance on password creation,
users are able to create strong passwords [12].

Studies have also been conducted to evaluate the different factors that impact password creation, as well
as different organizations’ password policies and use. Aside from behaviour and sentiments [10], age, gender,
company policies and academic preparation [6] [7] are considered as contributing factors to password
creation. It was also posited that people from different geographic locations may create passwords differently
[13].

These different studies show that many factors influence users in password creation, albeit majority of
the studies are about user behaviour. While one study considered academic preparation, testing Computer
Science or Information Technology students’ behaviour, it did not extend towards the same students’
academic performance. This paper hopes to contribute to existing literature by presenting the results of the
study on academic performance as a factor that impact password creation.

3. Research Design and Methodology

To facilitate checking the passwords of users in APC, the corpus of 320 million breached passwords was
obtained through security researcher Troy Hunt (https://haveibeenpwned.com/Passwords), an Australian
Microsoft Regional Director and Microsoft Most Valuable Professional for Developer Security. Hunt
released this list of breached passwords, which contains only Secure Hash Algorithm 1 (SHA-1) hashes of
plaintext passwords, after the NIST 2017 guidelines was published. SHA-1 processes a message to produce a
condensed version called a message digest and enables the ascertainment of its integrity [15].

As part of its security maintenance activities, the development team in ITRO initiated steps that would
enable the comparison of the passwords of each user logging in to the APC Information System with the
corpus of breached passwords. This special software infrastructure, composed of short PHP codes and an
SQL.ite3 database, was left running and recording results for three (3) months, capturing peak periods of
system activity during midterms and finals weeks. For the purpose of this study, only the students’ accounts
were recorded. Since the corpus of breached passwords contained only SHA-1 hashes, the passwords of the
users were similarly hashed before searching through the corpus for a match. A special database table was
created that recorded whether the users’ passwords were compromised or not compromised. Users are not
recorded twice. In the event that a previously recorded user logs in again, the software simply updates the
user’s existing record. At the end of three (3) months, 91.52% (1,252 individual students) of currently
enrolled College students were logged by the software. It was expected that a few students would not be
recorded since they may not need to log in to the information system. Grade Point Average (GPA) data was
next added to the data set of 1,252 students with password status (TRUE — compromised password, FALSE
— not compromised password). The resulting data set, with student information, compromised password
status, and GPA data was then analysed.

The data set was divided into two, one set contains all FALSE and another set all TRUE, and descriptive
statistics were obtained (refer to figure 1). The mean refers to the average of the data set; standard deviation
evaluates how distributed the numbers are from the center of the data set; and, P-value refers to the
probability of finding the observed results when the null hypothesis is true [16]. The F-test was used to check
whether the two sets have equal variances and to determine the type of t-test to be used. Furthermore, since
the data collected is greater than 30 [14], it is assumed that the values are normally distributed which is
another important assumption in order to use t-test. The standard significance value of 0.05 [16] was used.

4. Discussion of Results

The data was analysed using z-test to determine if the students with the higher GPA tend to have
passwords which are not compromised. At 0.05 level of significance, the result of the test is -2.183498 (refer
to figure 1), which falls within the critical region. This means we reject the null hypothesis that there is no
significant difference in the means of each sample. There is a significant difference between the means of
each group (TRUE = 2.527581 and FALSE = 2.601418). The mean of the average GPA of TRUE
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(compromised passwords) is less than the mean of the average GPA of FALSE (non-compromised
passwords). This indicates that academic performance does impact password creation.

TRUE FALSE TRUE FALSE
Average Grade Average Grade Mean 2527581 2601418
Mean 2527581395 |Mean 2601417551 |Known Varance 0.203983 0.201938
Standard Ermor 0.030801911 | Standard Ermor 0.013954674 | |Observations 215.000000 1037.000000
Median 2.46 [Median 2.56( |Hypothesized Mean Differance 0.000000
Moda 2.22 |Modae 2.24] |z -2. 183498
Standard Deviation 045164467 | Standard Deviation  0.448375173| |P(Z==z) ona-tai 0.014500
Sample Varance 0.2030820908 | Sample Varance 0.201938047 | |z Critical one-tail 1.644854
Kurtosis 054081409789 | Kurtosis 046939118 |P(Z==z) two-tail 0.028094949
Skewness 0. 354805056 | Skewness 0.291001522| |z Crtical two-tail 1.950064
Range 2.22|Range 2.27
Minimum 1.42 | Minimum 1.5
Maximum 3.64 | Maximum 37T
Sum 54343 5um 2697.67
Count 215 Count 1037

Fig. 1: Descriptive statistics, z-test.

5. Conclusion and Recommendations

This study was done using one (1) password per user, in consideration of data privacy as passwords are
sensitive data. Based on the statistical analysis of the data, there is a possibility that a student’s academic
performance can influence password creation. The study can be expanded to include the users’ other
passwords, to further test that academic performance positively impacts password creation. Additionally, the
correlation of the GPA with password creation may be determined, using a larger number of users and longer
period of capturing and recording data.
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