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Abstract. In 2013, Chang YF et al. proposed an untraceable dynamic-identity-based remote user 

authentication scheme. This scheme can achieve mutual authentication and a verification table is no needed. 

Then, Li X et al. demonstrated that Chang YF et al.’s scheme suffers from offline password guessing attack 

and stolen smart card attack, and it is inefficient in wrong password verification. In this paper, an enhanced 

scheme is presented for improving the security. It protects the private key x of the server by the discrete 

logarithm and resists attacks by calculating the user IDi and the random number. Moreover, the password 

change phase is more efficient. 
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1. Introduction  

With the rapid development of the Internet, the relationship between people’s lives and the network is 

getting closer and closer. Therefore, more attention has been paid to the security of the Internet. Identity 

authentication is one of the methods to solve the security problems, which authenticates the identity of users 

in a public environment in order to he/she can access the resources of the server. Among the identity 

authentication methods, the password authentication is one of the simplest and the most convenient 

authentication mechanisms to verify the legitimacy of the users. However, these schemes based on password 

have to maintain a verification table [1, 2, 4, 5]. This will increase the probability of being attacked. To avoid 

these problems, some password authentication schemes that don’t need password tables have been proposed. 

In 2004, Das et al.[3] proposed a remote user authentication scheme based on dynamic identity identification. 

They claimed that the scheme can resist a series of attacks, such as password guessing attack, reply attack, 

insider attack, forgery attack and so on. But Chien HY [6], Liao IE [7], Ku WC [8] et al. pointed out that Das 

et al.’s scheme was insecure because it could not achieve anonymity, resist guessing attacks and resist the 

insider attacks, which made it work like an open channel.  

To enhance the security, some authentication schemes based on smart card have been proposed. Also, 

comparing with the password authentication, these schemes are convenient and have secure computation [9, 

10, 11, 12, 13, 14]. In 2013, Chang YF et al .[15] proposed a untraceable dynamic-identity-based remote user 

authentication scheme. In the next year, Li X et al. [16] pointed out that Chang YF et al.’s scheme could not 

resist stolen smart card attack, insider attack, offline password guessing attack, impersonation attack and so 

on. Aiming at some of the security weaknesses proposed by Li X et al., our work is to achieve a more secure 

and efficient scheme based on the Chang YF et al.’s scheme. 
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2. Review Chang YF et al.’s Scheme 

2.1. Registration phase 

(1) The user is free to choose his own identity IDi and the password , and then send them to the server S 

through a secure channel. 

(2) After receiving the registration request, the server S calculates . 

(3) S selects a smart card for the user Ui and stores the parameters  into the smart card. 

(4) S sends the smart card to the user Ui securely. 

2.2. Login phase 

(1) The smart card generates the current timestamp  and calculates , 

, ， . 

(2) The smart card sends the login information  to the server S through the common channel. 

2.3. Authentication phase 

(1) S check whether  and there is the same information  between  and 

. If it is not satisfied, S will discard information  and end the authentication phase. 

(2) S computes , , , . 

(3) S checks whether is equal to the received C. If they are equal, Ui is authenticated by S successfully. 

Then S computes ，where is the current timestamp. Otherwise, S rejects the login 

request for Ui and records the value of IDi. If the login request from IDi has failed three times, S will 

ignore the login of user Ui for a period time. 

(4) S sends { } to the smart card via the common channel. 

(5) After receiving { }, the smart card first checks the freshness of . If  is fresh in an expected 

time interval, the smart card computes  and compares whether  is equal to . If 

they are equal, the server S is authenticated by the user Ui. 

2.4. Password change phase 

(1) The user Ui inserts the smart card into the terminal device and enters the IDi and PWi, and then the smart 

card sends the password change request. 

(2) The smart card computes 

, , , , 

where T is the current timestamp. 

(3) The smart card sends  and password change request to the server S via the common 

channel. 

(4) After receiving the information  and password change request from the smart card, S 

checks whether  and whether there is the same parameters information  

and password change request between  and . If it is not satisfied, S will discard information 

 and terminate the authentication phase. 

(5) The server S computes 

 , , , . 

(6) S checks whether  is equal to the received . If they are equal, Ui is authenticated by S successfully. 

Then S computes , where  is the current timestamp and m is the reply to the 

password change request. Otherwise, S rejects the login request for Ui and records the value of . If 

the login request from Idi has failed three times, S will ignore the login of user Ui for a period time. 

(7) S sends { } to the smart card via a common channel. 

(8) After receiving { }, the smart card first checks the freshness of . If   is fresh in an expected 

time interval, the smart card computes  and compares whether  is equal to . If 

they are equal, the server S is authenticated by the user Ui. 

(9) If the password change request is verified, the smart card will ask the user Ui to enter the new password 

 twice to ensure that the password is correct. If the entered password is inconsistent, the user will 

be asked to enter the new password again. If the inputted passwords are the same, the smart card 

computes and replaces  with . 
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3. Security Analysis of Chang YF et al.’s Scheme 

Li X et al. [16] pointed out that Chang YF [15] et al.’s scheme can not achieve untraceability and suffers 

from offline password guessing attack and stolen smart card attack. Besides, it is inefficient in wrong 

password verification. 

3.1. Untraceability 

The attacker Ua obtains the information  stored in the smart card by the side channel attack 

through his own smart card. And Ua can eavesdrop the user’s login information . Then Ua can 

compute , , so the attacker can get the user Ui’s real , which 

leads to the traceability. 

3.2. Offline Password Guessing Attack 

As can be seen from Section 3.1, the attacker Ua can eavesdrop the information  and 

obtain . Ua can guess  from the dictionary and compute , 

. Then Ua checks whether  is equal to . If  they are equal, Ua finds the correct 

password PW. Otherwise, Ua will repeat the process until find the correct password. Therefore, the scheme 

can not resist offline password guessing attacks. 

3.3. Stolen Smart Card Attack 

Suppose that Ua can eavesdrop on login information  and extract the parameters 

 from the stolen smart card. Ua can compute . According to Section 3.2, 

Ua can guess the correct password of the legal user Ui. It means that the attacker can access the server by 

using the stolen smart card. Therefore, it can not resist smart card stolen attack. 

3.4. Inefficient in Wrong Password Verification and Password Change 

Chang YF et al.’s scheme verifies the password in the authentication phase. Similarly, in the password 

change phase, if the user enters the wrong password, the server will stop the change until it finds that   is 

not equal to , which is not only unreasonable but also wastes unnecessary communication costs. The 

password update phase can be designed at the smart card terminal, which will be  more efficient. 

4. Improved Scheme  

4.1. Registration Phase 

(1) The user Ui chooses identity , password and a random number , then the smart card computes 

 and sends  to the server S through a secure channel. 

(2) After receiving the registration request, S selects a cyclic group G whose order is p and generator is g 

and computes , , , 

. Then the server S will store  in itself locally. 

(3) The server S chooses a smart card and stores the parameters  in the smart card. 

(4) The server S issues the smart card to the user Ui securely. 

4.2. Login Phase 

(1) The smart card first computes , ,  and then 

compares  with . If , the login phase continues. Otherwise, the login phase terminates. 

(2) The smart card generates the current timestamp  and random number , and computes 

, ), , . 

(3) The smart card sends the login message  to the server S through a common channel. 

4.3. Authentication Phase 

(1) The server S first checks the freshness of the timestamp . If it is satisfied, the server will 

extract the information  stored in itself and get .  

Otherwise, the server S will end the authentication phase. 

(2) The server S computes , , ), 

. 
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(3) S checks that whether   is equal to . If they are equal, the user Ui  is successfully authenticated by S. 

The server S computes , where  is the current timestamp. 

(4) The server S sends the information { } to the smart card. 

(5) The smart card first checks the freshness of the timestamp . If it is satisfied, the smart 

card will compute  and then compare  with . If  is equal to , the server S has 

been authenticated by the user Ui successfully. Otherwise, the authentication phase will terminate directly. 

4.4. Password Change Phase 

(1) The user Ui inserts the smart card into the terminal device and enters the  and . 

(2) The smart card computes ,  and compares 

 with . If , it sends password change request to the server S. 

(3) After the server S receives the password change request, the user Ui enters the changed password . 

S chooses a big prime number p and generator g randomly, and then computes 

 
(4) The server S stores the parameters  in the smart card. 

(5) The server S issues the smart card to the user securely. 

After the password has been changed, the smart card can check whether  and computes the value 

 when the user Ui wants to access the server the next time because  has been update. 

5. The Security Analysis of the Improved Scheme 

5.1. Untraceability 

As can be seen from the process of the scheme, the identity information of the user is stored in 

. But the information of x is from A and it is impossible that the attacker Ua gets x from A 

because of the discrete logarithm problem and random number k. So the attacker Ua cannot get the user Ui’s 

identity, which achieves the untraceability. 

5.2. Offline Password Guessing Attack 

Suppose that the attacker Ua can guess the password  from the dictionary and get the parameters 

 by side channel attack and eavesdrop the login information . The 

attacker still cannot verify the correctness of the password . Even though the attacker Ua can compute 

, he cannot guess the random number n generated by the smart card. The reason is 

that n is related to x whose value cannot be solved because of the discrete logarithm problem. So Ua cannot 

get the values of ),  so that he is 

unable to compare  with  to verify the correctness of . Therefore, the scheme can resist offline 

password guessing attack. 

5.3. Efficient Password Verification 

Li X et.al argued that the scheme proposed by Chang YF et.al is efficient when the user wants to change 

his password and the smart card checks whether the password is correct. Because whether you verify 

passwords or change passwords, you have to verify that whether  and  are equal, wasting time. The 

improved scheme can verify the correctness of the password in the smart card according to  and . And as 

can be seen from password change phase, the process of changing password does not need to compare  and 

, which makes it more efficient to verify the password and change the password. 

6. Conclusion 

This paper proposes a dynamic identity authentication scheme to enhance the security of Chang YF [15] 

et al.’s scheme. It achieves untraceability and resists offline password guessing attack. Moreover, the wrong 

password verification and password change is more efficient because the phase occurs in the smart card 

rather than in the server. 
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