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Abstract. Complex information system is always confronted with the various disturbing factors in practical
application, and the resilience of the system is one of the important capabilities to deal with the disturbances.
The disturbance makes the system capabilities change, and capabilities change reflects the resilience of the
system. Through analyzing the response process of the system to the disturbance, a set of resilience
evaluation metrics is established based on the change of the system capability. Since the capability is related
to the efficiency of the system constitutions, the probability of successfully operation capability under the
different condition of constitutions efficiency is taken as the value of the capability. Finally, the quantitative
evaluation method of system resilience is provided and verified through case studies.
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1. Introduction

Complex information systems are confronted with various kinds of disturbing factors in actual
application, such as the reduction of the reliability of the constitute systems, external interference or attack,
environmental influences or change, etc. The disturbances of the system can not be avoided and predicted
effectively. These disturbing factors often lead to the reduction of the capability, which severely affect the
tasks performed by complex systems. So resilience is an important characteristic of complex systems. When
the disturbances occur, resilience systems can detect them in time, and effectively control the influence
through self-organization and self-adaptive in configuration.

The concept of resilience is discussed in many papers [1]-[4]. Several different approaches are developed
to assess resilience. Han and DelLaurentics proposed a method based on Bayesian networks to evaluate the
resilience of SOS design [5]. Pflanz describes a quantitative approach to evaluate the expected resilience of
C2 system, and executable properties of Petri Nets are leveraged to support static and dynamic measures of
the attributes of resilience [6], [7]. A resilience framework is proposed based on eight generic system
functions, i.e. attentiveness, robustness, resistance, re-stabilization, rebuilding, reconfiguration, remembering,
and adaptiveness [8]. Reference [9] develops a family of system importance measures (SIMs) that rank the
constituent systems based on their impact on the overall SoS performance, and suggests SIMs as one way to
analyze resilience with a focus on ranking resilience-critical systems. Zhang introduces an approach to
guantify resilience for system described as a network. The resilience-based design optimization is then
formulated for both deterministic and stochastic cases of a network system [10].

By analyzing the response process of the disturbed systems, this paper expands the resilience evaluation
metrics, and represents a quantitative resilience evaluation method, which can evaluate the resilience of the
system from two aspects of time and capability changes.

This paper is organized as follows, Section Il mainly analyzes the response process of the system to
disturbances, and defines a set of resilience evaluation metrics, and Section Il gives a quantitative approach
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to measure resilience. In Section 1V, the proposed approach is validated by analyzing Maritime Operations
Center .Concluding remarks are given in Section V.

2. Key Topics in Considering Resilience

2.1. The Response Process of the System to Disturbances

The International Council on Systems Engineering (INCOSE) defines resilience as “the ability of
organizational, hardware and software systems to mitigate the severity and likelihood of failures or losses, to
adapt to changing conditions, and to respond appropriately after the fact” [1]. According to the concept of
resilience, resilience systems can still maintain required capabilities and accomplish tasks when they are
disturbed. Therefore, resilience measure must analyze the system capabilities to perform tasks after being
disturbed rather than simply considering the performance of a system.

In general, when a complex system is disturbed, the process of capability change is shown in Figure 1 [5],
[6]. The process reflects resilience of complex systems.
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Fig. 1: The response process of system to perturbation.

In Figure.l, the process described by Curve 1 and Curve 2 are typical patterns of change in capability
after perturbation. The process described by Curve 1 shows that system capabilities cannot return to the
effective level and continue to perform missions of systems. What described by Curve 2 shows that the
system capabilities can be restored to a steady state after declining, and continue to support the system to
complete tasks. According to the definition of resilience, it is clear that the resilience of systems represented
by Curve 1 is worse than that represented by Curve 2. We focus on the process represented by Curve 2 in the
paper.

As shown in Figure 1, t,; indicates the moment when the disturbance occurs. t,,;,, indicates the moment
when system capability descends to the lowest level after disturbance, and t,. represents the moment when
system capability returns to new steady state.

The response of the system to disruptions is divided into three phases.
(1)Steady Phase (t < tg)

During the steady phase, complex systems operate at a normal capability level. In Figure. 1, when t < t,,
the system is in steady states, the capability value is denoted as C,, and C, is the target value or ideal state
value of the capability..

(2) Disruptive Phase (t; < t < t,in)

The second phase is the disruptive phase. In Figure 1, the system is in the second phase when t is
between t; and t,,;,, i€. t € (tg, tmin)- The system is usually affected by the internal and external
disturbance factors and its capabilities change. When the system is subjected to less disruption, its inherent
capacity can be dynamically stabilized. When the disturbance received is greater than the endurance capacity
of the system itself, the capability begins to decrease. The level and speed of capability decline are
determined by the properties, intensity and duration of the disturbance. The greater the intensity of
disturbance, the longer the duration, the greater the degree and the speed of capability decline.
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In Figure.l, the system is disturbed at t, its capability begins to decrease. After a period of time, the
capability drops to the lowest value C,,;, at t;;;,-Let the minimum required capability of a system to
complete a task is C, below which performance is deemed un-acceptable, or a catastrophic failure could
result. When the system is disrupted, if C; < C,,;n, the system can still support task completion, otherwise
the system may not be able to effectively perform its tasks after being disturbed.

(3)Recovery Phase (tyin <t <'t,)

The third phase is the recovery phase, which mainly reflects the capability recovery process after the
complex system is disturbed. In Figure 1, the recovery phase is from time t,,;, to t,. During this phase, the
system can restore its capability through backing up, repairing, reorganization, or self-organization. The
extent and speed of capability recovery are closely related to system resilience. The resilience is better, and
the recovery range is larger and the recovery speed is faster.

During recovery phase, the system capability is continuously increased from the minimum capability and
gets to the new steady level C, at t,.. When t > t,., the system maintains the stable operation state, C,.and Cy
may be the same or different.

2.2. Resilience Measure Metrics

From the process of the system response to disturbances, we can see that the capability change embodies
the resilience of the system, so the resilience should be measured according to different stages of the system
response to disturbances.

To evaluate system resilience, measure metrics are established as following.
(1)Capability Drop Degree (CDD)
Capability drop degree is described by margin of decrease of capability when the system is disturbed.

Suppose before the system is disturbed the capability value is C,, after the system is disturbed, the
capability drops to the lowest value as C,,;,, at t,,in, Capability drop degree AC, is defined as

AC; = Cy = Cpnin 1)
If C,pin < Ct, the system can not meet the task requirements, so the maximum capability drop degree of
the system to operate effectively is defined as
AMax_Cyq = Cy — C; (2
(2)Capability Drop Ratio (CDR)
Capability drop ratio describes the percentage of capability degradation by the influence of disturbances.
Capability drop ratio RCy is denoted as

Co—Cmin
RCd = OC—O (3)

The maximum capability drop degree Max_RC is expressed as

Max_RC,; = COC_OCt 4)

(3)Capability Recovery Degree (CRD)
Capability recovery degree refers to the margin of recovery when capability restores from the lowest
level to new dynamic steady state.

Capability recovery degree AC, is defined as
AC, = G = Cin ®)

(4) Capability Recovery Ratio (CRR)
Capability recovery ratio describes the percentage of capability restore after the influence of disturbances.
Capability recovery ratio RC,. is shown as

RCT _ Gr=Cnin (6)

Co—Cmin
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The measure metrics defined above can identify the impact of disturbances to capabilities, and be used to
evaluate the resilience of systems. However, they are not fully sufficient to measure the resilience.

When systems are disturbed, we want the descent speed of the capability as slowly as possible, and the
rate of recovery is faster. the better, so that systems have enough time to respond to disturbances by various
means and reduce the impact of disturbances.. Time is also an important metric to measure resilience.

(5)Capability Descent Speed (CDS)

Capability descent speed AV, describes the degree of capability to decline within unit time, and is

defined as
v, = Gt )
(6)Capability Recovery Speed (CRS)

Capability recovery speed AV, represents the degree of capability to be restored within unit time, and is

defined as
AV, = o ®
(7)Capability Change Ratio (CCR)

Capability change ratio describes the degree of capability change throughout the disturbance. For a

disturbance, capability change ratio RC is denoted as
Co—Cy

RC = =2 ©)

If C, = C,, then RC=0, indicating that after being disturbed, the system has no capability to decline
through its own resilience, and that is to say, the system is very resilient.

(8)Response Time (RS)
Since the shorter the system disturbed is, the better. We define response time to measure the

effectiveness of the system. According to the response process described in Figure 1, the response time is
from t, to t,,

Tresponse =t — g (10)
3. Quantitative Evaluation Method of Resilience

The quantitative capability values are the basis for the resilience assessment. Two methods can be used
to quantify capability: the simulation method and the method based on probabilistic analysis. For the
simulation method, the capability value of different key points are gathered through simulation models. For
example, Ref.[6], the simulation model is established according to the architecture, and the values of the
capabilities are obtained by simulation. Since the complexity of simulation modeling, especially for complex
system, the second method can be considered in quantifying capability.

3.1. The Quantitative Method of Capability Based on Probability

Information systems consist of various constitutions, and the capabilities of a system are related to the
efficiency of these constitutions. Only when the performance and efficiency of constitutions are in normal
level, the capabilities of the system can reach the expected level. If the performance and efficiency of
constitutions reduced due to the disturbances, the capabilities of the system will reduce naturally.

The disturbances have different impacts on the effectiveness of each constitution. Here we only consider
the system is valid or invalid.

Let S denote the set of the constitutions of the systems, S = {sy, s,,:**, sy }.And capability is denoted as 0
or 1 when it is available or unavailable. Whether the capability is available depends on the effectiveness of
each constitution, we define the conditional probability as

P(c = 1) = Ysresrp(c = 1ST)p(STy) 11)
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where ST is the set of all the possible combinations of constitutions efficiency. For example, if S includes
two components, then ST={(0,0),(1,0),(0,1),(1,1)}. p(c = 1|ST;) is the probability of achieving the
capability ¢ under the condition ST;. Here we define the conditional probability P(c = 1) as the value of
capability c.

3.2. System Resilience Measure Methods

Complex system can achieve many capabilities, and the disturbances have different effects on each
capability. Therefore, the evaluation of system resilience needs to consider a variety of capabilities changes.
Letfg be an N-dimensional vector, ?{ = (pt p5 - pk), and pf represents the value of capability c; at
moment t. According to equations (11), 0 < pf < 1.

Let C, denotes the value of capabilities without the disturbances, and C, is unit vector, i.e.C, =
(1 1 - 1).Inorder to measure resilience, set C;, = C,.

If the system have N capabilities, the variables C in equations (1) - (9) are replaced by N-dimensional
vectors, and the capability difference equals the Euclidean distance between two vectors.

For example, let C(mn) = (pimin plmin...ptmin) denotes the value of capabilities at time ¢y, ,
Capability Drop Degree is

BCOS Ey ree es eraes J
td

where C;, is unit vector, |C,,| = 1

4. Case Study

The case study is carried out in Maritime Operations Center (MOC) [6]. The MOC is a large, distributed
organization at the fleet level, which consists of six major Decision Making (DM) organizations: Assessment
(D1), Operational Intelligence (D2), Future Plans (D3), Command (D4), Current Plans (D5) and Current
Operations (D6). In order to improve resilience, the MOC also adds additional organizations: Operational
Intelligence (D7) and Future Plans (D8). D7 and D8, once required, can be available after a period of
response time.

In this case study, the disturbing factor is “loss of situational awareness software”. We assess the
resilience of the MOC through two capabilities: Generate Mission Orders (c;) and Target Recognition(c,).
When the situational awareness software fails, the MOC restores some of its capabilities by switching to
manual operations and integrating the two additional organizations.

In the case [6], Mission Order Generation Rate is defined as the number of mission orders generated per
24 hours, which represents the value of ¢; and can be obtained by the simulation. According Ref.[6],the
situational awareness software fails at time t48, then mission order generation rate falls off dramatically.
When t= ts5, the value of ¢; drops to the minimum point (t,,;, = ts3) , the Mission Order Generation Rate
is 3. When D7 and D8 have been integrated into command and control process, Generate Mission Orders is
partially restored, and Mission Order Generation Rate is 4.01 after t = ¢,

According to Equation (1)-(8), the results of metrics are shown in Table 1.

Table 1: The resilience assessment results of Generate Mission Orders

CDD CDR CRD CRR CDS CRS CCR RS
2.67 0.46 1.01 | 0.366 | 0.534 | 0.053 0.2 24

We select probability analysis method to measure Target Recognition (c,). The relevant probabilities are
based on expert experience and statistical data.

Assuming that D1 and D2 are related to ¢, , all decision making organizations in original state are valid,
so the value of ¢, is

Pyo=p(c; =1|D1=1,D2=1,D3=1,D4=1,D5=1,D6 =1,D7 = 0,08 = 0)=1
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When the situational awareness software fails, then c, decreases the lowest at t,g, the value of ¢, at t,g

P,y =p(c; =1|D1=1,D2=0,D3 =0,D4 =1,D5=1,D6 = 1,D7 = 0,D8 = 0)
Suppose P,; = 0.5.
In order to restore capabilities, D7 and D8 are integrated into the MOC, the value of ¢, at t-, is
P,y =p(c, =1|D1=1,D2=0,D3=0,D4=1,D5=1,D6=1,D7 =1,D8 = 1)
Suppose P,,.=0.8, the resilience assessment results of ¢, is shown in Table 2.
Table 2: The resilience measure results of Target Recognition
CDD CDR CRD CRR CDS CRS CCR RS
0.5 0.5 0.3 0.6 0.1 0.015 | 0.696 | 24
According to the above results, Co = (cf ¢9) = (1 1), Cs = (¢ ¢f)=(0.52 0.5),C, = (c] ¢}) =
(0.696 0.8).According to Equation 12,the resilience measure results of the MOC is shown in Table 3.

Table 3: The resilience measure results of the MOC

CDD CDR CRD CRR CDS CRS CCR RS
0.693 | 0.693 | 0.348 | 0.348 | 0.139 0.018 | 0.364 24

5. Conclusion

A quantitative measure method of system resilience is presented in this paper. This method expands the
existing evaluation metrics, and quantify capability based on conditional probability. However the impact
between the capabilities is ignored in the paper. For example, in the above case, Target Recognition has a
positive impact on Generate Mission Orders in the MOC. Therefore in the future research, the capability
value should consider not only the efficiency of systems, but also the impact between capabilities.
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