ISBN 978-981-11-3671-9

Proceedings of 2017 the 7th International Workshop on Computer Science and Engineering
(WCSE 2017)

Beijing, 25-27 June, 2017, pp. 940-944

doi: 10.18178/wcse.2017.06.163

Constructing Weak Curves ECDLP-Equivalent to Ordinary Curves
via Elliptic Surfaces

Yuhong Zhang ', Bo Peng ' and Maozhi Xu '*

"LMAM, School of Mathematical Sciences, Peking University, No.5 Yiheyuan Rd., Haidian District,
Beijing 100871

Abstract. The elliptic curve discrete logarithm problem(ECDLP) is the basis for the security of elliptic
curve cryptography. Up to now, there is no subexponential algorithm for ECDLP. Only certain classes of
weak curves exist whose standard ECDLP can be reduced to sample problems, like supersingular curves,
anomalous curves etc. Elliptic surfaces are algebraic surfaces containing a pencil of elliptic curves (also
means fibers). In order to reduce ordinary curves to weak curves using connections among these fibers, we
define the ECDLP-equivalence of specialized-reduced points in the sense of the same section to elliptic
surfaces (hereafter shortened as ECDLP-equivalence). We make a discovery that the ECDLP-equivalence is
only related to the order of specialized-reduced points, and present an algorithm for constructing
supersingular curves ECDLP-equivalent to ordinary curves via elliptic surfaces. In the end, we illustrate a
256-bit example.
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1. Introduction

The hardness of the elliptic curve discrete logarithm problem(ECDLP) is crucial to the security of elliptic
curve cryptography. Elliptic curves suitable for cryptographic application are defined over binary or prime
fields. Let £ be an elliptic curve over [F,, (p is a prime) and points S, T, the ECDLP is to find the integer m
satisfying T = mS. Elliptic surfaces are considered as one-parameter algebraic families of elliptic curves
over function fields [2]. We aim at lifting ordinary curves to an elliptic surface over Q. If the connections
among the fibers exist, the designers are very likely to know more information about Elliptic Curve
Cryptography, then the security of the whole system may be compromised.

Index Calculus, a lifting algorithm, can be used to solve the discrete logarithm problem (DLP) over finite
fields in subexponential time. But two main approaches via lifting, Index Calculus and Xedni Calculus,
cannot be efficient for the elliptic curves [3-6,9]. In order to find certainly linear dependence, the rank of the
lifted curve E /Q should be lower than the number of lifted points, so it is not difficult to find the relation in
E(Q). Two points must be linearly dependent in the rank one case. Then ECDLP is equivalent to finding a
good lifting. Using the good lifting and the relation of the lifted points, one can solve ECDLP for £/ Fp.

In [10-11], the authors proposed efficient algorithms to find dependence relation if they could lift two
points to an elliptic curve over Q with rank one. Earlier similar work of [7] hoped to look for appropriate lifts
among the family of curves over Q. In William George's PhD thesis [8], the equivalence between rank one
elliptic surfaces lifting problem and the ECDLP has been investigated in depth.

In this paper, we implement the algorithm to solve ECDLP assuming that the rank one lifting problem of
the elliptic curves over Q(t) is solvable. Then we find a proposition that the ECDLP-equivalence of
specialized-reduced points is only related to the order of these points. So we can make weak curves ECDLP-
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equivalent to ordinary curves by specialization-reduction maps. The rest of paper is organized as follows. We
briefly describe the basic backgrounds in Section 2. After an example of rank one lifting, the details of
ECDLP-equivalence and main proposition can be seen in Section 3 and the corresponding construction
algorithm in Section 4. Then we cite an instance of constructing a 256-bit supersingular curve with the
embedding degree 2, whose subgroup is ECDLP-equivalent to a 256-bit ordinary curve via the elliptic
surface y2 = x3 + b(t). In the end the conclusion is drawn and the future research direction proposed.

2. Preliminary

2.1. Elliptic surfaces
From [1,2], we can see that an elliptic surface has a proper connected morphism to an algebraic curve,
almost all of whose fibers are elliptic curves.

Definition 1. Let C be a smooth projective curve. An elliptic surface € over C is a smooth projective
surface with an elliptic fibration over C, i.e. a surjective morphism

m&—C
such that
e For all but finitely many points t € C(k), the fiber
Epm()

is a non-singular curve of genus 1;
* No fiber contains a curve of self-intersection number -1;
* Exists a section to 7, namely a morphism
069:C — &
such that m o 6y = id, where o is called zero section.
The Mordell-Weil Theorem for function fields tells that the Mordell-Weil group E(Q(t)) is a finitely
generated abelian group, with the form
E(Q(1) = E(Q(t))eors X Z7,
where the torsion subgroup E(Q(t))¢ors 1S finite and the nonnegative integer r is called the rank of E.
Theorem 1 (Silverman's Specialization Theorem!"). Let k be a number field, and C /k be a curve, and let
E be an elliptic curve defined over the function field k(C). Assume that E is nonconstant, i.c., j(E) & k.
Then the specialization map of E at t

0 E(Q(1)) = E(Q)
is well-defined and injective(called a specialization) for all but finitely many points t € C (k).
More generally, the set of points t € C(k) for which o, is not injective is a set of bounded height (these
E.'s are also called exceptional specializations). Those E;'s with discriminant 4 # 0 are called good
specializations, and others degenerate specializations.

2.2. Lifting Problem of Elliptic Surfaces
Definition 2. Let E/F, be an elliptic curve over F,, and P;, P, -+, P, € E(F,) be the points of E(F,).
The lifting problem for (E, P;, -+, B)) is to find (E, P, -*+, P,) which is defined as follows:

The elliptic curve to E/Q(t) is the lifted curve of E/ Fp: E denotes the good reduction modulo p of E, i.e.,
E = E mod p;
e P,---, P, € E(Q(t)) are the lifted points of P;'s: i.e., P; = P;modp,1 <i <.
Furthermore, if Py, --+, P; are linearly dependent, we call Py, ---, P; the good lifting.

Remark: If the rank r of E(Q(t)) is strictly less than [, the linear dependence of P;,---, P, must be
established. In this case we have a good lifting. So, without loss of generality, we can assume that the lifted
points Py, -+, B. are the generators of E(Q(t))/E(Q(t))¢tors-

3. ECDLP-Equivalence by Specialization-Reduction Maps
3.1. ECDLP algorithm after finding a rank one lifting
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Theorem 2. Let E/Q(t) be a rank one elliptic curve, and S, T € E(Q(t)). Suppose there exist ky, k, €
- 2
Z such that % = (%) and (k,,k,) =1, if kq, k, are both positive/negative, k,S — k,T € E(Q(t))
1

else then k,S + k4T € E((@(t))

Proof: Let P, be the generator of E, then we can find l;,l, € Z and S',T' € E(Q(t))¢ors Such that
S = l1P0+S’,T: l2P0+T,. So

h(S) = 1?h(Py) and h(T) = I13h(P,),

tors’

tors’

A(T) . .
s 52 rational square.

Suppose we find kq, k, satisfied above condition, then k- 1_2 or Q =gk = 2 then let [, = dk,,
l, =dky,s0S = dk1P0 + S'.T = diyPy + T', hence kyS —kyT'= ko' — k 1T € E(@(t))m

Similarly, 1f —==— —, then

kZS, + le, € E(Q(t))tors-
We can get the following Algorithm 1 assuming finding a rank one lifting elliptic surface:
Algorithm 1. ECDLP Algorithm after Finding a Rank One Lifting
Input: rank one good lifting (E/Q(t), S, T) of (E/F,,S,T);
Output: m such that T = mS§.

2
1. Find kq, k, € Z such that h(T; (%) and (kq,k;) = 1;

1

2. Ifk,S—kiT € E(Q(t))tors, then

kz mod p
= o modp mod(ord(S))
3. celseifky,S + k4T € E(Q(t))¢ors, then
k, mod p
m= ~ % modp mod(ord(S))

3.2. Main Proposition

According to Algorithm 1, we can draw a conclusion that the value of ECDLP on the fibers of an elliptic
surface is only related to the order of the point S in the period of mod p. So we can give our main proposition
about the ECDLP-equivalence.

Definition 3. Let m: € — C be an elliptic surface, and let E /K be the associated elliptic curve, K = k(C)
is the function field of C. Let o, be the specialization map, and ¢,, be the good reduction map:
E/k 5 e B8E,
P— P b’
then the composite mapping T = a; © ¢, is called the specialization-reduction map from E/K to E. E =
T(E) = ¢p(0:(E)) are called the specialized-reduced curves, P, =1(P) = ¢p (0 (P)) called the specialized-
reduced points.
Remark: The two specialized-reduced curves can be defined over two different base fields.

Definition 4. Using the specialization-reduction map 7, We call two specialized-reduced points P, o ﬁ'tz
are section-equivalent( in the sense of the same section op) if and only if ord (ﬁtl) = ord(ﬁ’tz) shortened as
section-equivalent, denoted by P, ~ P’y .

In particularly, if the two reduction maps ¢,, are the same, we call two specialized-reduced points ﬁtl, ﬁtz
are section-equivalent over the same base fields, denoted by P, ~ Py, .

Proposition 1. Using the specialization-reduction map 7, in the period of the reduction map, if the
specialized-reduced points are ECDLP-equivalent, the specialized-reduced points have the same value of
ECDLP.

The proof of this proposition is obvious, and is independent of the sequence of composite mapping.
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According to Proposition 1, we can construct weak curves which are ECDLP-equivalent to the ordinary
curves, such as supersingular curves, anomalous curves, and so on.

4. Constructing Weak Curves

4.1. Algorithm to construct supersingular curves

We know that the Algorithm 3.3 [14] is about the construction of supersingular elliptic curve. So, an
algorithm to construct supersingular curves whose subgroups are section-equivalent to ordinary curves via
elliptic surfaces can be stated as follows.

Algorithm 2. Algorithm for constructing supersingular curves

Input: an elliptic curve E: y2 = x3 + b(t) over function filed Q(t), along with a point
P e EQ®);

Output: a supersingular specialized-reduced curve £ "t,/TFp,, whose subgroup is

section-equivalent to the ordinary specialized-reduced curve E, JFp,.

1. Find a prime p = 3(mod4), p # 5(imod6) and a t;, such that Etl /Fp,is an ordinary
specializedreduced curve, with #(Flt1 (Fp,)) = ord (ﬁtl) =n,

2. Findusuchthatu *n —1isaprime, andu *n —1 =5 (mod6), then letp, = u *
n—1;

3. Find a specialization t,, such that E’tz/Isz is a supersingular specialized-
reduced curve, with#(E", ) /ord(P';,) = u, i.e., ord(P,,) = ord(P'y,) = n;

4. Return E'¢, /F,,,.

4.2. A constructing example
So, we can construct weak curves via the elliptic surface

E:y?=x3+2t3+1)
with P = (t%,t3 + 1) € E(Q(t)) (implemented in Magma).
Let S, T € E be two points. Without losing generality, we choose the simple points representation, such
as
S=5%«PandT =13 *P,

E. E't, E't, are specialized-reduced curves, and P, , P’y ,P';., S, ,5",, 8", Te, T't,, Ty, are specialized-
. . ~ ~, ~, . . . ~ "", "",

reduced points. NOth? P; v P ty) P’ are all located in the same section gp. Correspondingly, S; ,S"¢,,S"¢,are
. ;A

all located in gg, and T, T'¢,, T'¢, in o, where

tl = 25

p1 = 57896044618658097711785492504343953926634992332820282019728792003956564
820063,

E., /F,, defined by

y2=x3+17
is a 256-bit ordinary curve, and F’tl =1(P) = ¢p, (atl (P)),
ord(ﬁtl) = 578960446186580977117854925043439539263142609842799801259135885294
94218755601,
Computer m = =2 mod (ord(P,,)) = 2315841784746323908471419700173758157052570439

3711992050365435411797687502243,
SoTy, =mxS; .

tz = 6,
p, = 11579208923731619542357098500868790785262852196855996025182717705898843
7511201,

E'.,/F,, defined by
y? = x3 +433
is a 256-bit supersingular curve (with the embedding degree 2), and P';, = 7(P) = ¢,,, (crtz (P)),
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ord(P'y,) = ord(P,),
Verify 7'y, =m 8"y ,i.e. P'y, ~ P..

t3 = 15
p3; = 57896044618658097711785492504343953926634992332820282019728792003956564
820109,

E',,/F,, defined by
y2=x3+3
is a 256-bit supersingular curve (with the embedding degree 2), and f”t3 =1(P) = ¢p, (0t3 (P)),
ord(P',) # ord(P,),
Verify T'y, # m 8’y ,ie. P/, + Py .
To summarize, = ord(P'y,) = ord(P,), ~ P'y, ~ Py,

on the other hand, - ord(P';,) # ord(P,,), -~ P’

el

ts * Ptl.

5. Conclusion

In this paper, we draw a conclusion that the ECDLP-equivalence (in the sense of the same section to
elliptic surfaces) of specialized-reduced points is only related to the order of these points. To put theories to
the test, we give an example of constructing a 256-bit supersingular curves with the embedding degree 2,
whose subgroup is ECDLP-equivalent to a 256-bit ordinary curve via the elliptic surface y2 = x3 + b(t).
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