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Abstract. Intelligent vehicles use Vehicular Ad Hoc Networks (VANETS) to communicate with other
intelligent vehicles. However, messages are transmitted wirelessly in VANET and therefore vulnerable to
malicious attacks. In the event of a malicious attack, the On-Board Unit (OBU) in intelligent vehicles will not
function properly, and accidents are likely to occur. Therefore, building a highly reliable and fault-tolerant
VANET is of high important. In this paper, based on the characteristics of Vehicle-to-Vehicle (V2V) based
VANETS, we design a fault-tolerant consensus protocol to improve fault tolerance of VV2V-based VANETS.
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1. Introduction

The Intelligent Transportation Systems (ITS) equipped in intelligent vehicles is called On-Board Unit
(OBU). An OBU consists of a CPU, a set of transceiver, and a GPS. Via vehicular ad hoc networks
(VANETS), vehicles installed with an OBU can communicate with one another. In addition to OBUs, Road-
Side Unit (RSU) is another important component of VANETs. RSUs can offer Internet access to OBUs by
connecting to the back-end network [22]. Common applications of ITS include traffic control and forecast
[10][20], navigation system [4][21], electronic toll collection [3][14], multimedia streaming [16][18], and etc.

In VANETS, communications are based on two distinct models, including Vehicle-to-Vehicle (V2V)
[71[12] and Vehicle-to-Roadside (V2R) [1][5]. V2V refers to communications between OBUSs. This model is
suited for use by vehicles that are within the communication range of each other. It is a non-infrastructure-
based communication model. V2R refers to communications between OBUs and RSUs. Given two vehicles
that are not within the communication range of each other, the sender OBU can send the message to a nearby
RSU, which will relay the message to an RSU nearby the receiver OBU, and this RSU will further deliver
the message to the receiver OBU. In other words, V2R is infrastructure-based.

In VANETS, messages are transmitted wirelessly, so the network may be vulnerable to malicious attacks.
When being maliciously attacked, an OBU may malfunction and even conspire with other OBUs under
attack to send falsified messages to interfere with the normal operation of the entire network. The network
will then become paralyzed and produce wrong computing results [19][22], which may lead to occurrence of
car accidents. Therefore, building a fault-tolerant and highly reliable VANET is important. Generally, faults
in VANETSs can be classified into cash faults [11][15] and Byzantine faults [13][17]. A crash fault means
that the device will stop operating. However, on the occasion of a Byzantine fault, the behavior of a faulty
device is unpredictable and arbitrary. One of the most well-known problems in fault-tolerant distributed
system is the consensus problem [2]. This problem is defined as follows: (1) the network consists of n
processors (n>4), with no more than t (t = [(n-1)/3.) faulty processors; (2) all processors do not have
knowledge of which ones of them are faulty; (3) processors communicate via a reliable fully connected
network; (4) the receiver is able to identify the sender; (5) of these n processors, each processor has an initial
value and exchanges messages to obtain a consensus value. The main challenge in this problem is that
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Byzantine fault may occur. For Byzantine faulty processors, conspiracy is the worst type of fault. Conspiracy
occurs when a hacker or a virus causes processors to be eavesdropped or controlled and then work with other
Byzantine faulty processors to interfere with the normal operation of correct processors. The objective of the
research of the consensus problem is to design a protocol that assists processors in the system to achieve a
consensus through a minimum number of rounds of message exchange while tolerating the maximum
number of faulty components in the system. In this paper, we will discuss how to address the consensus
problem in V2V-based VANETS.

2. System Model

In previous study, Fischer et al. [9] have proven that the consensus problem cannot be solved in a strictly
asynchronous system. In the strictly asynchronous system, there is no assumption on communication delays
and relative speed of processors, and no access to real-time clocks. In view of this, the consensus problem is
discussed in an asynchronous VANET with the partially synchronous assumption [6]. The VANET under
consideration consists of a set of vehicles 0. Each vehicle has an initial value, and the domain range D
={0,1}. Each vehicle and in the network can be identified uniquely, and a correct vehicle does not know the
faulty status of other vehicles in the network. We assume that the failure type of faulty vehicles is Byzantine
fault [13][17]. This implies that the behavior of the Byzantine faulty vehicle is unpredictable. All the
messages are encrypted during transmission, so it is impossible that relay devices falsify a message from its
sender to its receivers. But, the Byzantine sender may send inconsistent messages to different vehicles.

3. The Concept and Approach

In V2V-based VANETS, no RSU is involved in the data transmission process, and vehicles need to rely
on multi-hop transmission to communicate with one another. Because vehicles move at a high speed, the
topology also varies quickly. If vehicles have to temporarily exit the network for certain reasons during
execution of the consensus protocol, these away vehicles will not be able to collect sufficient messages and
thus fail to reach a common consensus value after returning to the network. Hence, we need to design a
consensus protocol for V2V-based VANETS that allows vehicles that have temporarily exited from the
network during execution of the algorithm to reach a common consensus value after returning to the network.
In this section, we propose a consensus protocol to solve the consensus problem in the V2V-based VANET.
The proposed protocol consists of two phases, including message exchanging phase and consensus making
phase.

3.1. Message Exchanging Phase

The message exchanging phase is used to collect the messages from other vehicles. In this subsection,
we will explain the data structure, handling of lost messages and the number of rounds required of the
proposed consensus protocol.

3.1.1. Data Structure

During the execution of consensus protocol, each vehicle will store the received messages into a matrix
data structure. The matrix is called CP-matrix. In Fig. 1, we introduce CP-matrix from the viewpoint of
vehicles og. Assume there are 7 vehicles, respectively denoted by 0o~0e in the network. When vehicle og
receives an initial value of another vehicle, it will store the initial value in its CP-matrix 9¢'(00). As shown in
the upper left part of Fig. 1, because there are 7 vehicles, there will be 7 elements in %'(0o), where value (i)
in 9'(00) denotes that the value comes from o; and is stored in 97" of vehicle oy (value (i) can also be
expressed as M(0g)[i]). When vehicle o, receives the value 94'(0;) of vehicle o, it will store the value 97'(0;)
in its CP-matrix 9£(0). As shown in the lower left part of Fig. 1, because there are 7 elements in its 9¢(0;),
there will be 49 elements in #°(0,), where value (j,k) in 94°(0,) denotes that the value is passed from o; and o,
and is stored in 9/ of vehicle o, (value (j,k) can also be expressed as 3(0o)[j1[K]). When vehicle o, receives
the value 9(0;) of vehicle o, it will store the value #7(0;) in its CP-matrix 9%4°(0,). Given 7 vehicles, vehicle
0o will create 7 matrices including #°(00)[0], M*(00)[1], M(00)[2], M*(06)[3], M3(00)[4], M*(00)[5], M>(00)[6].
The matrix 3°(0,)[0] is shown in the right of the Fig. 1, where value (x,y) in 9°(00)[0] implies that the value
is passed from o, to o, and then further passed to o, and is stored in o of vehicle o (the value can also be
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expressed as #°(0o)[0][X][y]). That is, after the first round of message exchange, each o; will create a matrix
of its own 97'(0;). After the second round of message exchange, each o; will create a matrix of its own 9£(0y).
This operation continues until the number of rounds of message exchange equals the number of rounds
required.

10, ). 2.3, @.6.61 | 9(00)={92(00)[0], 3°(00)[1], 3°(00)[2],
. M(00)[3], #°(00)[4], H(00)[5],
M (0o) £ (00)[6]}

[(0.0). 1), (0.2), 03). 04, (05). 0.6)] [(0.0), 01), (0.2). (03), 04), (05), 0]
[L0) (L1),(1.2). (13), (1), (19), (16)] [L0) (L1), (1.2) (13), (1), (15), (16)]
[20) 1), (2.2) (23), (24), (25), (26)] [20) 21), 2.2) (23), (2.4), (25), (26)]
[3.0) 31), (3.2), (33), (34), (35), (36)] [2.0). 31), (3.2). 33), (34), 35), (36)]
[4.0) (41), (4.2), (43), (4.4), (45), (4.6)] (4.0, (41), 4.2), (43), (4.4), (45), (4.6)]
[5.0). 51), (5.2) (53), (5:4). (55), (5.6)] (50, 5.1). 62), (53). (64). (55), 56)]
[6.0). 61), 6.2) (63), (64), (65), (6.)] [(6.0). 61), (6.2) (63), (64, (65), (6.)]

M (0o) H(00)[0]

Fig. 1: Examples of CP-matrix.

3.1.2. The Lost Messages from Away Vehicle

In VANET, each vehicle can move freely. Hence, messages from away vehicles cannot be successfully
received. The lost messages from away vehicles will be marked by ¢°. In the following rounds of message
exchange, we need to inform other vehicles of vehicles with no value. Our method is as follows: if a vehicle
receives ¢!, & instead of ¢ will be stored and used to represent the missing value in the previous round. The
purpose of the +1 design is to show how many rounds of message exchange have passed.

3.1.3. The Number of Rounds Required of the Proposed Consensus Protocol

We use the term round to compute the amount of message exchange. A round of message exchange
comprises three steps as follows: (1) send messages to any set of receivers; (2) receive messages from other
processors in this round; and (3) do local processing [8]. Moreover, Fischer et al. [8] point out that given a
network consisting of some Byzantine faulty processors, if all the correct processors are unable to know
which processor is faulty, and the number of Byzantine faulty processors is smaller than or equal to t (t =L.(n-
1)/3., where n is the number of processors in the network), these correct processors can reach a consensus
value after t+1 rounds of message exchange. Our assumption for the failure type of fallible processors (i.e.
vehicles) and the definition of round are the same as those used in Fischer et al. [8]. So the maximum
number of rounds required of the proposed consensus protocol is | (no-1)/3+1, where no is the number of
vehicles in the VANET.

3.2. Consensus Making Phase

The consensus making phase is used to compute the consensus value. In this subsection, we will explain
how to calculate the consensus value for correct vehicles which have never exited the VANET (i.e. non-
away vehicles) and how return vehicles can obtain a consistent consensus value from other vehicles after
returning the VANET.

3.2.1. Calculating the Consensus Value for Non-away Vehicles

After | (no-1)/3J+1 rounds of message exchange, each correct vehicle o; that did not move away from the
VANET during the message exchanging phase will create a matrix of its own CP-matrix 9/ */"(0). In
the message exchange process, some values will be repeatedly forwarded by the same vehicle. To avoid
repetitive interference, we delete values that are passed to the same vehicles. For example, 92(0)[3][2][2]
(i.e. element [3][2][2] in 94*(0))) denotes a value that is passed from o5 to 0, and then further passed to 0,
again. We delete the value of 571/13(().)[3]%2}[2]. Later, we convert e I O VAL using a
majority function, and then convert 7! ™*I"into a7l "I This conversion process continues until 42,
which is the consensus value. It should be noted that the impact of lost messages should be considered in the
design of the majority function. The proposed majority function is called voteyayix. The Votenarix function
only counts the non-value QO for all elements in CP-matrix. There are three conditions in the VOtematrix
function. Condition (1): if the majority value is ¢! then output the value ¢, where 1 <j < (no-1)/3.
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Condition (2): if the majority value is non-' value then output the majority value m, where me{0,1}.
Condition (3): if the majority does not exist then output the default value ¢.

3.2.2. Calculating the Consensus Value for Return Vehicles

When a return vehicle returns to the VANET, if it is a correct vehicle, we have to ensure that the
consensus value it obtains conforms to the value obtained by other correct vehicles that have never been
away. Our method is that the return vehicle will request the consensus values from vehicles that have never
been away. Once it has collected L(no—ao—l)/3J+1 uniform values, it will set this uniform value, denoted by 7/
as its consensus value.

4. Conclusion & Future Work

The development of ITS can provide us with a safer, more efficient and convenient life. Hence, fault
tolerance of VANETS is of high importance, and it is necessary to investigate the consensus problem in
VANETS. In this paper, we focus on the consensus problem in V2V-based VANETSs. Through the proposed
consensus protocol, all the correct vehicles can reach a consensus value in V2V-based VANETSs without
influence from Byzantine faulty vehicles. In our future work, we will concentrate on the consensus problem
in V2R-based VANETSs. Unlike V2V communications, V2R communications rely on the infrastructure (i.e.
RSUs). RSUs can access the back-end network and provide a powerful computing capability. Therefore, we
will address how to use RSUs to help OBUs obtain an agreement in our future work.
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