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Abstract. Authentication is typically required to prevent unauthorized users. In addition to satisfy the
security dimension, restricted permission grants are also in organization concerns for web services access. In
order to effectively serve a wide range of users and enable accesses to various services by non-specified
domains, the traditional one-to-one authentication service is not adequate. This paper thus presents an
approach to implementing the authentication service with the notion of role-based access control. The
implementation of immediate authentication service including the parts of API and Administration web
service is presented to demonstrate the flexible usage of web services on different domains.
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1. Introduction

For system security, user authentication is required when accessing web services. Today authentication
services are available in a variety of formats. The general authentication service is one-to-one service, i.e. it
requires the new user to register once prior to accessing the web site. Nowadays, the popular authentication
services model is SSO (Single Sign-on) that allows the user to sign in to multiple websites with an existing
account. For instance, SSO is used as the authentication protocol for Facebook and Twitter.

However, Authentication is merely the mechanism to prevent the unauthorized access to the system.
Another function unit is still required to determine permission grants for authorized users to access certain
web services or information on the services.

The traditional access control of web services is designed based on user permission and user roles to
access certain features provided on web services. When new users have registered to web services, the
administrator or user manager assigns the user permission or user role to allow the new user for accessing
particular feature area. Many web services have an automatic system or authentication system to assign the
user permission after user registration. However, the engine does not flexible enough for the web service
which has many service types and frequently serves new service or task for different user groups.

In literature, Won and Seog [1] introduced a method based on the concept of role-based access control to
realize the access control of the multiple web services in distributed web server and to control document
view depending on the user’s role by using memory cookie web browser. Li and Wu [2] presented a simple
design and implementation of the authorization system based on RBAC. The database of authorization
system was developed consisting of 3 data tables: 1) user table contains user data, 2) department table stores
all department services that users can access, and 3) user’s right table stores all access permission of each
user based on the user type. In this paper, the development of RBAC [3] authentication service is presented
to manage a wide range of users and provide the flexible usage of web services on different domains.
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2. Role-based Access Control (RBAC)

Role-based access control [3] is very effective and more advantages than traditional access control. The
notion of RBAC is that permissions are associated with roles, and users are assigned appropriate roles. User
and permission are brought together with a role and included into a user group [4].

The core RBAC model [5] is shown in Fig. 1. The model includes a set of basic data elements: users
(USERS), roles (ROLES), objects (OBJECTS), operations (OPERATIONS), and permission
(PERMISSIONS). Users are assigned roles, which in turn, are associated with permissions. Permissions
indicate types of operations on certain objects. Objects can be web pages, forms, menus etc. The model also
includes a set of sessions (SESSIONS) where a session is a mapping between a user and the current subset of

roles that is assigned to the user.
e
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Fig. 1: Core RBAC Model [5].

3. Implementation

Based on core RBAC model shown in Fig. 1, the authentication service has been implemented. As
shown in Fig. 2, the Web Service provides a means of user login. The request of user name and password
will be sent to the Authentication Service for the permission grant returned to the Web Service via the
Application Programing Interface (API) of the Authorization Service. For the new user, registration is
required. The new user is then assigned a role which determines the permission for particular operations on
certain feature areas.

g g

/ icati /
A\ Web Service Authentication \
User User

Service

| Web Service | | Authentication

| Submit Username and |
N Password H [ :
H Send user data to :

Authentication Service v SetUser to User Group

New User Register |

»

Feeturn user permission
and access token ' J
- N New Web Service send set
' of role

Mapping role and
T sion

Fig. 2: Sequence Diagram of Proposed RBAC Authentication Service.

The two major components of the Authentication Service are developed: API, and Web Administration.
The API interacts with the Web Service for responding the request of user authentication and granting the
access permission to the user indicated by the user’s role. A role denotes a set of permissions that allows the
user to access a set of predefined tasks.

The Web Administration is responsible for user management, role management, and task management as
illustrated in Fig. 3. The diagram reflects the relationship between the user group and role that are joined into
the user group role. A user group is a cluster of users sharing the same task usages. A user can be assigned as
a member of several user groups. Multiple user groups can share the same role, called a user group role. A
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user group can be a member of multiple user group roles.

The role management agent is responsible for determination of roles for a web service when it is created.
A new role will be established to grant the permission of tasks allowed for related user groups.

When a new user is created, the user will be categorized into appropriate user groups so that the user will
be granted the permissions associated with the proper roles. In case there is none of user group suitable for
the new user, the new user group will be created and it will be added to the related user group roles. The new
user will be added to the newly created user group afterwards.

A role is a set of permissions that users can access to the predefined tasks. The task management agent
determines the policy of each task or defines the roles relevant to an individual task.
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Fig. 3: Activity diagram of web administration process.
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Fig. 4: Excerpt database schema connected to authentication service.

Fig. 4 shows parts of database schema designed for the Authentication service. The tasks table contains
all permission grants for all existing tasks. The roles table stores all roles associated with a set of tasks
referencing task_id in the tasks table and a set of user group roles referencing group_role_id in the group
roles table. The group roles table contains a set of user groups associated with the same role. The groups
table contains user categories and relations between a role and users. The attribute of group_level indicates
group priority, i.e. the groups with higher level acquire the permissions of lower level groups. The users table
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contains user information such as account and password. The sessions table stores user authentication status.
When logging in, an access token is created and referenced with user_id to respond to the web service that
requests for user authentication.

Fig. 5 demonstrates the communication between the Web Service and Authentication Service. When a
user logs in, the Web Service will send the user data to Authentication Service for verification via server side
script. If the user account and password are correct, the Authentication Service will create an access token or
update the existing token, and then look for the user permission from the roles table in database. The access
token together with the user permission will be returned to the Web Service in JSON format.

Authentication Service

Account {

| Authentication Service verify user data ‘

Password » ‘ »

‘ Authentication Service create access token | }

52600015f137a79bd 5060530 1430da76495955eb06eb99dSEITII667
bS50 0a251484F: 7dael26071010ac81 7376007 10ed5 016504

Authentication Service respond data to Web Serivce

Login Reset with JSON

‘Web service post user data to Authentication Service

Fig. 5: Example communication between web service and authentication service.

4. Conclusion

In this paper, an authentication service is implemented based on the core RBAC model. The main idea is
that the permission or access control is based on roles. A user can be assigned multiple roles. A user and
permissions are brought together with a role and included into a user group. The presented approach would
help manage the secure access to organization web services with a wide range of users as well as effectively
provide the permission grants for various user groups. This would lessen the burden of web administrator
when a web service has many users and user types. Rather than wasting the efforts to assign users to the new
web service one by one each time, the comprehensive roles will be identified for the web service. The
permissions associated with a role will then be dispersed to all the users residing the user group that maps to
the role defined by User Group Roles automatically.
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