
 

Analysis on the Beam-split Eavesdropping by Eavesdropper with 

Storage Ability 

Yanbo Wang, Min He, Zhiyong Zhang, Yong Zhu, Zhiyong Xu 

Institute of Communication Engineering, PLA University of Science and Technology, Nanjing, 
210007, china 

Keywords: QKD, beam- eavesdropping, beam-split proportion, efficiency of eavesdropping, decoy 
state 

Abstract. Focusing on QKD systems based on the weak-coherent pulse photon source and BB84 

protocol, puting forward the beam- eavesdropping projects simulating eavesdropper with storage 

ability--single base-2APD and single base-4APD projects, and obtaining the efficiency of generating 

keys in the receiver, the efficiency of eavesdropping in the eavesdropper, eavesdropping-information 

proportion and formula for beam-split proportion. Based on the practical sample with transmission 

length 10km and average photon number 0.1~0.9, calculate the eavesdropping-information 

proportion and get 0.35%~5.79% on account of the beam-split proportion 0.2, 0.3, 0.4 and 0.5. 

Results show that current QKD systems with average photon number 0.1 are safe for the beam- 

eavesdropping. 

Introduction 

The absolute security of quantum key distribution(QKD) is based on the ideal single photon source, 

channel, detectors, etc. Technology restriction leads to the difference between practical QKD systems 

and ideal QKD systems. In 2004, Gottesman proved that practical QKD systems were still 

unconditional security[1][7][8][9][10] on the cost of sacrificing the efficiency of keys transmission 

and distance. 
 

Practical QKD systems based on optical fibre usually use weak-coherent pulse as photon source. 

The photon source sends out pulses including single photon pulse, vacuum photon pulse and 

multi-photon pulse. The existence of multi-photon pulse makes the beam- eavesdropping possible. In 

2003, Hwang put forward the decoy state project to resist the photon split attack. It takes advantage of 

changing intensity (decoy state) of light pulse to detect the existence of the photon split attack. This 

method can effectively resist the photon split attack and raise the QKD distance from about 30km to 

130km[2]~[5]. 

The beam-split eavesdropping[6] splitting photons in proportion, neither disturbs the quantum 

coherence, nor affects the photon distribution in pulses, which makes the decoy state impossible to 

detect the existence of eavesdropping. But the beam- eavesdropping will affect the efficiency of 

transmission. Therefore, through compensating transmission loss by a suitable method and keeping 

the efficiency in system, the beam- eavesdropping will avoid the detection of BER, decoy state or 

efficiency of generating keys. This paper analyzes the beam- eavesdropping by eavesdropper with 

storage ability in a QKD system based on BB84 protocol and polarization code. 

Analysis on the Simulation of A Beam- eavesdropping System with Storage Ability 

In order to make the beam- eavesdropping having no influence on the efficiency of generating keys, 

we use low-loss fibre and devices to replace common fiber and devices in the attacked system to make 

up the loss of splitting light. 

Eve with storage ability means that he shares the same base with Bob’s. The point is that the 

measurement base of Eve is the same as Bob’s. In theory, it is possible to simulate the situation above 

if Eve invades Bob’s measurement devices and eavesdrops in the branch of bases after base selection 

 

2015 The 5
th

International Workshop on Computer Science and Engineering 

521

admin
打字机文本
doi: 10.18178/wcse.2015.04.087



 

 

 
 

The essence of the project is eavesdropping single base respectively. To simulate the behavior, 

Alice could only send states with single base and corresponding results are 50% comparing to double 

bases. For detectors in theory, Bob and Eve need 2 APD in the single base condition. The 

single-base-2APD project is used to simulate the beam- eavesdropping in QKD with storage ability 

and the efficiency of generating keys, efficiency of eavesdropping and eavesdropping-information 

proportion will be analyzed. For the project of 4APD, the constitution is the same to fig.1, and the rate 

of key-generating  of Bob, the eavesdropping efficiency of Eve and the proportion of eavesdropping 

information  are the same to the project of 2APD. But the number of light quantum is the half of the 

other project when light arrives at detectors of Bob and Eve. 

The project of 2-APD is shown in fig. 2. 

 Assume the dark-count rate and detection rate of detectors in Bob and Eve 

are , , ,      respectively. Alice sends a 0°/90°polarization pulse with average photon number  , 

of which the average photon number attenuates to  ,   , after reaching the polarization selector. 

The average photon number of reaching APD1 and APD2 are   and 0, or 0 and  , while the 

number of APD5 and APD6 are    and 0, or 0 and   .1 and 0 express a photon or not. Sign the 

photon number reaching Bob and Eve is 2121 xxii , then: 

 

0000, 1000, 0100, 0010, 0001, 1010, 1001, 0110, 0101. 

 

 
21iiP ,   

21xxP ,  
1 2 1 2

,i i x xP   
 
is the probability of states 21ii , 21xx , 2121 xxii , then: 

 
Fig.2: Diagram of single-base-2APD beam- eavesdropping system 
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 Fig.1:  Diagram of eavesdropping system with the same base in Eve and Bob 
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  vevP 00 ,   001 vP ,   vevP 110 . 

21iiP , 
21xxP , 

2121 xxiiP  are the probabilities of effective detection of Bob, Eve, Bob & Eve under states 

21ii , 21xx , 2121 xxii , which means when Alice sends out a 0°polarization light, 
21iiP  is the probability 

that APD1 responds, 
21xxP
 
is the probability that APD5 responds, 

2121 xxiiP  is the probability that APD1 

and that APD5 both responds; when Alice sends 90°polarization light, 
21iiP  is the probability that 

APD2 responds, 
21xxP
 
is the probability that APD6 responds, 

2121 xxiiP  is the probability that APD2 and 

APD6 both respond, then: 

21212121 xxiixxii PPP  ,    100P ,    101P ,    110P . 

Therefore, when Alice sends out a 0°polarization light, the probability Bob getting an effective 

detection is: 
ABP 0

 
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
10

0021ii

ii PP  . 
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iiii eePvPPvP , then: 

ABP 0
     

 11 ee  

ABEP 0
         

 1111 eeee . 

Similarly obtains:
 

ABAB PP  090
 , 

ABEABE PP  090
 , then: when Alice sends out a polarization light, the 

probability of Bob getting an effective detection is: 

 ,ABP =
2

900

ABAB PP  
     

 11 ee . 

And the probability of Eve getting an effective eavesdropping is: 

 ,ABEP          
 1111 eeee . 

The eavesdropping-information proportion is the proportion of the eavesdropping information of 

Eve and the receiving information of Bob, then: 

 
 
 




,

,
,

AB

ABE
BE

P

P
I       

 11 ee , 

Obviously, the eavesdropping-information proportion is the detection efficiency of Eve. 

Assume the beam-split proportion is  ;  fiber-loss , lfiber-length , d device-loss ,  fiber-loss , lfiber-length , 

d device-loss  are the coefficient of fibre loss, fibre length, and total loss of device in the original system 

and replaced system respectively. Then obtain:    1 ,   . 

1010

l d



  


 
fiber-loss fiber-length device-loss

 is the total loss of the original system, 1010

l d



  


 
fiber-loss fiber-length device-loss

 
is total loss of the replaced system by eavesdropper. 

Calculating on the Available Beam-split Proportion 
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Assume that replace the devices in the ordinary system with low-loss fibre and high-performance 

devices to obtain the beam-split proportion using the loss difference of the two light paths, which will 

keep the efficiency of the generating keys. The replaced fibre length may as well be 10km. 

In general, the loss coefficient of the fibre in the ordinary system is  fiber-loss=0.25db/km, and the 

replaced one is 0.17db/km. Assume the total device loss of the ordinary system in 10km is 

d device-loss=5db, while the replaced one is d device-loss=3db. Assume the attenuation is 0 and 1 . 

According fig. 2, obtain ordinary =0.177828 in the ordinary system and low-loss=0.338844 in the 

replaced system. 

The loss difference of the two systems is: 

  =low-loss–ordinary =0.338844–0.177828=0.161016 

The minimum requirement of a successful beam- eavesdropping is keeping   , the average 

photon number arriving at Bob, unchanged.    ordinary . And the replaced system satisfies 

   low-loss , then: 

   ordinary 

















loss

loss

low

low 1



 










low-loss

=0.475192. 

It is clear the useful beam-split proportion of Eve is near 0.5. 

Sample Calculation on the Eavesdropping Efficiency 

Data calculation below will help to acquire the information proportion of the beam- eavesdropping. 

Assume the dark-count efficiency of Bob is  10
-5

, the detection efficiency is =0.1; While the 

dark-count efficiency of Eve is   510
-6

, and the detection efficiency is  =0.2; the total loss 

coefficient in the replaced system is low-loss=0.338844. 

Consider the beam-split proportion =0.2, 0.3, 0.4, 0.5, when =0.1~0.9, obtain the efficiency of 

generating keys in Bob, the eavesdropping efficiency of Eve, and the eavesdropping-information 

proportion are shown in fig. 3, fig. 4, fig. 5. 

Summary 

Theory analysis and figure calculation show that the beam- eavesdropping can avoid the detection of 

photon-number distribution. Replace the ordinary system with high-performance fibre to make up the 

beam- loss and get the beam-split proportion, which can avoid the detection of the efficiency of 

generating keys. 

Calculations show that replacing 10km fibre can gain near 50% beam-split proportion. When the 

average photon number is 0.1, the eavesdropping-information proportion is 0.86%, that is the amount 

of keys Eve obtains through beam- eavesdropping is 0.86% that of Bob. Even the average photon 

number is 0.9, the eavesdropping-information proportion is only 5.79%. The proportion can be totally 

eliminated by privacy amplification. The generally accepted average-photon number in current QKD 

systems is 0.1. Therefore, even if the eavesdroppers obtain the storage ability, the beam- 

eavesdropping cannot threaten the security of QKD systems. 
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Fig.3: The efficiency of generating keys in Bob when =0.2, 0.3, 0.4, 0.5, =0.1~0.9 

 

 
Fig.4: The eavesdropping efficiency of Eve when =0.2, 0.3, 0.4, 0.5, =0.1~0.9 

 
Fig.5: The eavesdropping-information proportion when =0.2, 0.3, 0.4, 0.5, =0.1~0.9 
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